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How Safe Is Your Bank Account?

Innovations in the banking industry have made it easier than ever to

use your bank account to pay bills and make deposits. Instead of using

paper checks or paper deposits slips, you can make automatic pay-

ments or receive deposits electronically. You can even authorize trans-

actions with just a phone call (and no prior written consent). While the

shift toward electronic payments has made banking more efficient, it

has created new potential for fraudsters to exploit the system. Your

account is vulnerable even if you do all your banking “the old-fash-

ioned way.”

In the 1970s the banking industry,
seeking to reduce the cost of processing
the growing volume of paper checks,
developed an electronic payments net-
work that enabled banks to send pay-
ment information back and forth to each
other electronically. The network grew
and by 1978 spanned the entire nation—
and with that the Automated Clearing
House (ACH) network was born. Use
of the  ACH network has grown rap-
idly, and in the fourth quarter of 2005
over 2.8 billion transactions worth over
$6 trillion were processed through it.

Processing a payment through the
ACH network costs banks about one
fifth what they spend to process a paper
check. The network also makes it easier
for banks to avoid phony, forged, or doc-
tored paper checks. However, as the
ACH network has grown in scope and
popularity, traditional check fraud is in-
creasingly being replaced by a new
problem— electronic ACH fraud.

How the System Works

Through the ACH network all the in-
formation necessary to conduct a trans-
action can travel electronically from bank
to bank: the account number, the bank’s
routing number, and the amount of the
transaction. A central ACH operator, cur-
rently either the Federal Reserve or the
private Electronic Payments Network,
coordinates the settlement between the
two banks, with an account at one bank

getting debited and an account at the other
bank getting credited.

The process begins when one party,
the “originator,” submits an entry
through its bank to either debit or credit
a recipient’s account. The originator’s
bank batches all the ACH entries, nets
out any transactions for which they hold
the recipient’s account as well, and then
submits the remaining entries to the
ACH operator. An ACH entry can be
used to withdraw money or to deposit
it. For example, the ACH network is
used when your employer deposits your
pay directly into your bank account or
the government directly deposits your
Social Security check or tax refund. It
is also used to make checkless with-
drawals. If your mortgage or cable bill
is deducted automatically each month
from your bank account, the payment
travels through the ACH network.

Even if you do not pay your bills
electronically or use direct deposit, your
banking information has probably trav-
eled over the network. Companies that
accept checks can now take the infor-
mation off a check and finish process-
ing the payment through the ACH net-
work. If you pay a check in person and
the merchant scans the check and hands
it back to you, that payment is going to
clear through the ACH network. If you
mail a check, it may be converted into
electronic form. When this happens, the
paper check is destroyed and replaced

with an electronic image.
A key difference between checks and

electronic payments is that when funds
are electronically debited through the
ACH network, the transaction is initi-

ated by the business that is going to

receive the funds, not by the person pay-

ing the bill. If you pay your phone bill
automatically, each month the phone
company, not you, instructs the bank to
have money withdrawn from your ac-
count and deposited into its account.

When recurring automatic payments
are involved, the originating party (say,
the phone company) must, by law, get
written permission from you before it
can access your bank account. Often it
requires a voided check as proof of au-
thorization, proof that the account ex-
ists, and to provide the necessary rout-
ing information off the check. However,
businesses are increasingly using the
ACH network in other ways that do not
require your written permission.

Phoning It In

One such transaction is a “Telephone
Initiated Entry,” which the ACH net-
work has accepted since 2001. This is
similar to paying for something over the
phone with a credit card, but instead of
providing your credit card number you
provide your banking account informa-
tion off the bottom of your check. This
can be convenient if, say, you are rush-
ing to make a mortgage payment on
time. However, unlike other types of
ACH transactions, no written approval

is required—and the potential for fraud
is thus greatly increased.

The company initiating the telephone
transfer through the ACH network is
required to use “commercially reason-
able procedures” to verify the identity
of the customer. But the definition of
commercially reasonable procedures is
weak. Businesses are only required to
record your verbal authorization or hold
off on making the transfer until they
send you written confirmation that you
verbally authorized it. They seldom use
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written confirmations (these take too
long, thereby defeating one of the main
attractions of phone transfers). So usu-
ally they just record your phone autho-
rization.

The problem is that it is difficult to
verify a person’s identity over the phone.
(There’s no way to show your driver’s
license to anyone.) Some companies ask
for key information, such as your
mother’s maiden name. Others ask for
nothing more than the account informa-
tion printed on your checks.

This means that the only thing a
fraudster needs to try to access your
bank account is the string of numbers
on the bottom of your check. Armed
with your account information, he can
pick up the phone, pretend to be you,
and “authorize” a debit from your ac-
count. Because it is so easy to make a
Telephone Initiated Entry, the informa-
tion on any one of your checks is poten-
tially just as sensitive as the informa-
tion on your credit card and needs the
same level of protection.

The rules governing these transac-
tions do offer some protection. Set by
the National Automated Clearing
House Association (NACHA) and
based on the Federal Reserve’s “Regu-
lation E,” they treat phone-initiated
transfers as “single entry” payments.
This means that each payment requires
a separate phone authorization. Second,
if you do not have an existing relation-
ship with a company they can not call

you to initiate a transfer.
However, ACH fraud often occurs

when an unscrupulous company or per-
son violates this rule and calls you to
obtain your banking information and au-
thorization to debit your account. They
may even record your conversation so
they can replay your “authorization” to
other companies. Never give your bank
routing number, your account number,
or even the name of your bank to a
telemarketer.

Companies are allowed to call you to
initiate phone transfers if you already
have a “business relationship” with
them—that is, if you purchased goods or
services from them within the past two
years. There is less potential for fraud
here, because such companies are likely
to have prior information that they can
use to help verify your identity (a pass-
word, a birth date, etc.).

Because no one is required to notify
you in writing that a Telephone Initi-
ated Entry has been made in your name,
the first place you will see information
about it is typically your bank statement.
Remember, even if you do not use a
bank debit card, make Telephone Initi-
ated Entries, or pay any bills electroni-
cally, your account is still at risk for
ACH fraud. Thus you should carefully
review each item on your statement.
Even if you recognize the company,
make sure that the amount and type of
debit is valid.

On your bank statement you will

likely see the name of the company that
initiated the ACH debit, as well as a
three-character code. That code, called
a Standard Entry Class (SEC) code, in-
dicates what type of ACH entry it is.
The box below shows the five most
common types of SEC codes.

Protecting Yourself

It is up to you to object to a ques-
tionable ACH withdrawal on your ac-
count. Your bank has nothing to do with
authorizing these payments and has no
way of knowing whether they are le-
gitimate or not, until you complain.
Moreover, your bank is not liable for
any fraudulent ACH activity. Here
again, ACH payments are different from
other account activity. Typically your
bank is responsible for obtaining proper
authorization to access your account—
your ID if you visit the bank in person
or your signature on a check. But ACH
entries are different—by law, it is the
merchant’s bank (which originated the
payment), and not your bank, that bears
the final responsibility for any fraudu-
lent entries.

Under Regulation E, you have 60
days from the time your bank statement
is sent to you to contest an ACH debit
on your account. In some situations you
may have even longer, but generally
once the 60-day window closes, getting
your money back become much more
difficult. Under NACHA’s rules and
Regulation E, you cannot be held re-
sponsible for fraudulent charges if you
report them in time, and the originating
bank (the merchant’s bank) must rede-
posit the money.

One way to avoid problems is to put
a “debit block” on your bank accounts,
so they can not be debited in any way
through the ACH network. Businesses
often do this with the accounts they use
to pay payroll, because unscrupulous
employees have been known to use the
account information from their pay-
checks to fraudulently charge personal
expenses to their employer. However,
because the ACH network is so ubiqui-
tous, blocking yourself off from it can
cause unforeseen problems. You will
likely have trouble making payments in
stores or getting your checks processed.
Alternatively, your bank may allow you
to block certain companies or certain
banks from accessing your account on
a case-by-case basis.

When you buy something from a
company you are not familiar with, you

Standard Entry Class codes you may see on your
bank statement:

ARC – Accounts Receivable Truncated Check
You send a paper check by U.S. mail to a merchant; the merchant
converts it into an electronic ACH entry. The paper check is destroyed.

POP – Point-of-Purchase (Electronic Check Conversion)
You pay a check in person; the merchant immediately takes payment
information from the check and processes it through the ACH network.
Typically the processed check is handed right back to you.

PPD – Prearranged Payment and Deposit
You give written authorization for a business to deposit funds directly
into your account or to debit your account for a bill payment. You can
authorize one-time or periodic transfers.

TEL – Telephone Initiated Entry
You give oral authorization by phone for a single-entry debit to your
account. Can be used only when there is no standing authorization for
ACH entries, and either there is an existing relationship between the
originator and you or you initiated the phone call.

WEB – Internet Initiated Entry
You give authorization via the internet for a merchant to debit your
account. The anonymous nature of the internet makes WEB entries
susceptible to new types of fraud similar to TEL entries.
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INFLATION TARGETING: WHY THE FED SHOULD DO IT*

The hallmark of the Federal Reserve under Chairman Alan

Greenspan was low and steady price inflation. It was not price stabil-

ity. The Greenspan Fed reduced the purchasing power of the dollar by

over 40 percent in 18 years. This slow and steady debasing of the

currency served no useful purpose. Price stability should be the over-

riding long-term objective of the Fed, and zero should be the target for

inflation. While there currently is no explicit legislative mandate for

targeting inflation, there is nothing keeping the Fed from doing so

except its own inertia. Ben Bernanke, the new chairman, will have an

opportunity to persuade his colleagues at the Fed, the public, and

Congress of the soundness of both a price stability goal and an appro-

priately measured zero inflation target.

* This article is by Lee Hoskins, a senior fellow
at the Pacific Research Institute. He formerly was
chairman and CEO of the Federal Reserve Bank
of Cleveland and of Huntington National Bank of
Ohio. He is also a member of the Shadow Open
Market Committee, a private group that monitors
the policies and actions of the Federal Reserve
Board’s Federal Open Market Committee. He pre-
sented this article at the Shadow Open Market
Committee meeting in Washington, DC, on De-
cember 5, 2005.

Low and steady price inflation is cer-
tainly better for the economy than high
and variable inflation. No inflation
would be even better. News media pun-
dits, economists, and some Fed officials
often talk about the fight against infla-
tion or the battle against it or the need
to contain it as if it were some preter-
natural event. The Fed does not have to
battle or contain inflation; it creates in-
flation. The only choice the Fed has to
make is what inflation rate it wants. So
when a Fed official says that the annual
goal for inflation should be two per-
cent, he is explicitly choosing to create
that rate of inflation.

No United States Monetary Standard

The United States currently has no
monetary standard. After dropping the
last link to the international gold ex-
change standard in 1971, the United
States has had no institutional standard
for the value of the dollar. The Federal

Reserve Act, as amended in 1977, sim-
ply indicates that the Fed should shoot
for maximum employment, stable
prices, and moderate long-term interest
rates. Fed policy makers choose to in-
terpret that Congressional guidance dif-
ferently over time. The Burns and Miller
Feds sought to increase employment
through higher inflation. They got
higher inflation but also sharply higher
unemployment and long-term interest
rates. The Volcker and Greenspan Feds
chose to emphasize lower inflation.
They produced lower inflation and were
rewarded with lower unemployment
and lower long-term interest rates.

The whims of policy makers, at any
point in time, determine the inflation
rate. There is nothing in the Fed’s char-
ter that requires it to make price stabil-
ity its overriding objective. There is
nothing in the monetary policy process
by either tradition or practice that locks
in price stability as the primary objec-
tive. Indeed, the traditional analysis in
the policy process focuses on current
economic data and models that imply
an exploitable tradeoff between infla-
tion and unemployment. Yet every
economist worth his salt knows that
over time the Fed controls only the price
level, not employment and output. What
is needed is explicit recognition of a
U.S. monetary standard, and that stan-

dard should be price stability, meaning
price level stability or zero inflation over
time.

Price Stability Goal

A market economy achieves maxi-
mum production and growth by allow-
ing market prices to allocate resources.
Money helps make markets work more
efficiently by reducing information and
transaction costs, allowing for better
decisions and improved productivity in
resource use. Stabilizing the price level
would make the monetary system oper-
ate more efficiently and would result in
a higher standard of living for all Ameri-
cans. Money is a standard of value.
Much of our wealth is held either in the
form of money or in claims denomi-
nated in and payable in money. Money
represents a claim on a share of society’s
output. Stabilizing the price level pro-
tects the value of that claim, while in-
flation reduces it.

So why does the Fed still create in-
flation instead of pursuing a stable price
level goal? The main reason is that the
Fed tries to avoid recessions or to
dampen fluctuations in employment and
output in the short term. There are two
reasons that prevent the Fed from using
monetary policy to offset non-monetary
shocks or surprises. First, it is difficult
to predict recessions accurately. Analy-
sis of forecast errors has shown that
economists often do not know that a
recession has begun until it is well un-
derway.

Second, even if the Fed could pre-
dict recessions and wanted to vary mon-
etary policy to alleviate them, it still
would face a huge problem: monetary
policy operates with a long and vari-
able lag. The effect of today’s monetary
policy actions probably will not be felt
for at least six to nine months, with the
main influence perhaps two or three
years in the future. In its laudable but
misguided efforts to dampen employ-
ment and output fluctuations, the Fed
creates inflation and sacrifices a stable
price level goal.

Target Zero

In order to lay the groundwork for a
credible policy of price stability for the
future, the Fed needs to make a funda-
mental change in the policy process so
as to build a tradition, practice, and cul-
ture of price stability that becomes em-
bedded in the walls at the Fed’s head-
quarters at 21st and Constitution Av-

may be better off using your credit card
rather than writing a check. Often you
have better consumer protection with a
credit card.

Your best defense is to review your
bank statements regularly, and to pro-
tect your checking account information
and checkbook as carefully as you pro-
tect your credit cards and other personal

financial information. If you spot a ques-
tionable transaction, report it to your
bank immediately. Even if you have
never paid a bill by phone or through
automatic deduction, your bank account
is vulnerable. Given the relative ease
with which a fraudster can access your
account through the ACH network, you
must be vigilant. ❑
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enues. First, the Fed needs to have a
long-term goal that is consistent with
what it can control, and the only thing
that it can control is the price level. Sec-
ond, the Fed needs to impose a rule on
itself, tying policy actions to an inter-
mediate inflation target. These changes
would shift the policy process away
from the current focus on the federal
funds rate, current economic data, and
economic models showing ephemeral
tradeoffs between inflation and unem-
ployment.

Such changes would create a cred-
ible, predictable, and transparent policy
process that not only would anchor in-
flation expectations but also would pro-
vide a monetary standard that did not
debase the currency systematically. Both
outcomes would enhance the environ-
ment for sustained economic growth.

Most major central banks already use
some form of inflation targeting, and
there is a good chance that the Bernanke
Fed will follow suit. So what should be
the Fed’s target for inflation? The
Shadow Open Market Committee mem-
bers have recommended, at various
times, targets that range from zero to
two percent. At the summer 2005 meet-
ing, the Committee agreed that the tar-
get rate should be one percent because
of the difficulties of measuring infla-
tion properly.

Conceptually, zero is the appropri-
ate target because it focuses policy ac-
tions on achieving the long-term goal
of price level stability. The target
should be multi-year so that the Fed
need not act on monthly inflation num-
bers. The Fed would aim to hit an av-
erage of zero inflation over a three- or
five-year period. That means that if the
Fed created an inflation rate of one per-
cent in the first year, it would have to
seek a slight decline in the price level
over the next several years in order to
achieve an average zero inflation rate.
For example, if the Fed temporarily
accommodated an external price shock
and produced inflation, then the Fed
would have to take back that inflation
later. Some shocks have a positive im-
pact on the economy and could lead to
deflation unless the Fed acted to offset
it. The Fed would achieve its goal of
price level stability over time while
preventing both sustained inflation and
sustained deflation.

The Politics of Inflation Targeting

There appears to be no legal issue

keeping the Fed from adopting an in-
flation target. Congress leaves the con-
duct of monetary policy pretty much
up to the Fed. Even when Fed policy
produced major disasters for the
economy and the financial system, the
Great Depression of the 1930s and the
Great Inflation of the 1970s, Congress
did little to punish the policy makers
or alter the Fed’s charter to reduce its
independence. Alternatively, the Fed
could seek a congressional mandate for
an inflation target in the form of a joint
resolution or an amendment to the Fed-
eral Reserve Act.

The Fed faces a number of internal
political issues that must be resolved if
it is going to adopt inflation targeting.
First, while Chairman Ben Bernanke is
a supporter of inflation targeting, he can-
not impose it on the Federal Open Mar-
ket Committee (FOMC). He must
achieve a consensus for it. A simple
majority vote could impose inflation tar-
geting, but would the next year’s
FOMC, with a statutory change of four
voting members, continue to support it?
Bernanke would need nearly unanimous
support among members of the FOMC
for inflation targeting to be feasible. At
least one member of the Board of Gov-
ernors, Donald Kohn, is on the record
in his opposition to inflation targeting.
The views of other governors and Re-
serve Bank presidents are less well
known.

The second issue has to do with pick-
ing inflation as a dominant objective or
having a dual objective—price stability
and maximum employment. Bernanke,
in his recent confirmation hearings, in-
dicated that he favors the dual objec-
tive. Other members of the FOMC might
not support the dual objective. Many
inflation targeting central banks favor a
low inflation rate as the dominant ob-
jective.

Third, what should be the inflation
target? Some members may want a wide
range. Others may want a particular rate,
say, one percent, as a target. Achieving
a consensus on this issue may result in

an inappropriately wide range.
Fourth, how should the Fed relay in-

formation about its approach to infla-
tion targeting to Congress and the pub-
lic? The Fed could treat inflation tar-
gets as it has treated monetary targets
and report to Congress twice a year on
them. It could publish monthly or quar-
terly reports explaining its actions and
giving explicit inflation forecasts.
Again, a consensus would have to be
reached.

None of these issues should block
the Fed from adopting inflation target-
ing on its own. An alternative approach
would be for the Fed to seek an explicit
congressional mandate.

This approach has appeal because it
would lock inflation targeting into law.
The problem of course is that the Fed
might get more than it asked for. Tar-
gets for employment or output could be
imposed, and the independence of the
Fed could be altered.

Just Do It

The Fed has done little to prepare
Congress or the public for price stabil-
ity as the dominant objective of mon-
etary policy or for explicit inflation tar-
geting. Only congressman Jim Saxton
(R-NJ) seems interested in the issue. The
public has little chance to understand
the inflation process because the Fed
does not explicitly take responsibility
for creating it. The Fed’s nominal ad-
herence to the dual objective also gives
the public the impression that the Fed
can and should manage the real
economy. Over the course of the next
year, Bernanke, with his clear exposi-
tory style and stated desire to keep his
congressional testimony focused on
monetary policy, may be able to edu-
cate Congress about the value of infla-
tion targeting and the limited influence
that the Fed has on output and employ-
ment growth.

For now, the Fed’s best option
with respect to inflation targeting is
to take to heart the Nike ad and “just
do it.” ❑


